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PROCUREMENT AND SOURCING FOCUS

We’ve seen many guidelines in the

past for how to minimize risks from
global sourcing, but maybe none as
practical as those published earlier this
year by our friends Douglass Brown and
Scott Wilson over at The Black Book of

Outsourcing.

Below, you will find their recommenda-
tions for minimizing supply chain risks
from offshore outsourcing arrange-
ments. While they have a bit of an IT or
business process outsourcing (such as
procurement outsourcing) slant, we
think they are very appropriate for gen-
eral product outsourcing as well:

1. Be Aware of where your processes
and data are outsourced: Do not wait
until a crisis to learn that your organiza-
tional security or service is compro-
mised.

2. Perform a thorough analysis of
destination risks before agreeing to a
vendor’s proposal to shift operations
location to save money.

3. Prepare and update crisis contin-
gency plans to addressing each off-
shore supplier agreement: Establish
crisis contingency plans in each of the
ten areas of major and current vulner-
ability and update to keep current for
constantly changing global situations. Be
able to nimbly shift to alternative
sources for essential operations. There is
no substitute for specific and delegated
contingency planning prior to a crisis.

4. Keep ready a planned course of
action for bringing operations back
in house: This includes keeping skilled
staff on board or accessible who can
execute the plan at a moment’s notice.

5.Dry run your alternate courses of
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action for transitioning opera-
tions to an onshore outsourcer:
Contractually demand that your
data and service back-up is kept on
the same shore and an alternative
data center can be used when you
choose. If your vendor cannot ac-
commodate or dissuades your con-
cerns with platitudes, change be-
fore a crisis occurs.

6. Obtain and understand your
suppliers’ crisis, disaster recov-
ery, data transfer, back up, chain
of command structures, com-
munications and related plan-
ning documents on your behalf:
Who on your team appreciates
when and how these plans will take
affect?

7. ldentify industry consultants
who can lead your business
through an offshore crisis: Main-
tain an "A"” team of experts in crisis
communications, project manage-
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ment, programming, system admin-
istrators, client relations, investor
relations, and process implementa-
tion. Likely, if it's a catastrophic re-
gional situation, the best and the
brightest of global outsourcing con-
sultants will already be engaged by
those who planned ahead.

Consultants may also work on a re-
tainer basis going forward to pro-
tect your interests when things go
wrong in another hemisphere.

8. Outsourcing governance lead-
ership is an essential team in-
vestment more than ever: Off-
shore outsourcing, in particular, is a
risky proposition, but one that of-
fers potential benefits to the or-
ganization in terms of cost, service
levels, process transformation, and
access to talent.

Managing an outsourcing deal well
is not just a matter of negotiating
effectively or implementing an SLA
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oversight model. Effective outsourcing
management requires a life cycle ap-
proach that includes a robust crisis
strategy. Whether you are contemplat-
ing an outsourcing arrangement or are
well into one now, it's never too soon to
start looking for the vulnerabilities of
where your supplier operates in the
world.

9. Monitor the operational delivery
location requirements: Often, suppli-
ers come to their clients and propose
additional cost savings by moving to the
supplier's newest or cheapest delivery
location. Do not leave the decision to the
vendor and protect your position in your
contracts.

10. Have proper written policies that
strictly prohibit any conduct that is
considered as a statutory violation of
US Foreign Corrupt Practices Act:
Proper implementation of the policy re-
quires ensuring that you continuously
monitor the activities of offshore ven-
dors and take appropriate actions in
case of violations of the policies. Anti-
bribery provisions prohibit Issuers, do-
mestic concerns, and any person from
making use of interstate commerce cor-
ruptly, in furtherance of an offer or pay-
ment of anything of value to a foreign
official, foreign political party, or candi-
date for political office, for the purpose
of influencing any act of that foreign of-
ficial in violation of the duty of that offi-
cial, or to secure any improper advan-
tage in order to obtain or retain busi-
ness.

11. Do not rely on the short list of ref-
erences the vendor will supply in the
due diligence phase: References and
comparative Black Book Client Experi-
ence Reports that fewer people are
making offshore site visits because of
costs and personal safety reasons. Black
Book’s role is to collect client experience
to reduce the expense of site visits. This

risk can be mitigated simply by veri-
fying their claims and talking with
their existing customers and other
industry references. If budgets per-
mit, visit the offshore locations
where your data will be sourced.

12. Your business won't be the
only client affected in a major
crisis and vendors will prioritize
repairing the largest customers
first: Hits to major outsourcing
hubs will disrupt economies, staff-
ing and operations. If you do not
have requirements and action steps
in place to protect yourself, you
may be permanently damaged. If
vendors are rendered disabled or
completely shut down, how will you

Managing an outsourc-
ing deal well is not just
a matter of negotiating
effectively or imple-
menting an SLA over-
sight model.

react? How long will a midsized
business wait for supplier attention
behind larger clients?

13. Seek best practices for man-
aging and safeguarding business
data in a crisis: Include disaster
recovery, periodic security audits,
lawful treatment of data and inter-
ruption of business.

14. Mitigate risks of offshore out-
sourcing by assessing their secu-
rity capabilities before a crisis:
Do your suppliers follow any indus-
try security consortium or security
certifications? Demand a security
check up and regularly.

15. Remain in charge of your
company’s  Global Delivery
Model: This is an excellent way to
mitigate the risks of offshore out-
sourcing. The model can be based
on having the project conducted
offshore, but with vendor resources
located onshore. The local contacts
help you communicate with the
vendor and increase collaboration
between the offshore and onshore
teams that are working on the pro-
ject.

Smart advice - how many compa-
nies really take their risk mitigation
this far? We suspect very few -
unless they have been burned by
offshoring strategies in one way or
another before.
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